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Authentication scheme for multi-cloud environment
based on smart card

ZHAO Sen, GAN Qingqing, WANG Xiaoming, YU Fang

College of Information Science and Technology, Jinan University, Guangzhou 510632, China

Abstract: To solve the problem of the access keys stored in a smart card increasing linearly with the number of registered
clouds without third party participated in authentication, an authentication scheme was proposed for multi-cloud envi-
ronment based on smart card. In the proposed scheme, the authentication was realized between user and multiple clouds
without third party participation when the smart card only stored two access key. Thus the storage cost of smart card was
reduced effectively. Because there was no public key cryptography, the authentication messages was generated by using
XOR homomorphic function and Hash function, thus the computational cost of the smart card and the cloud servers was
reduced effectively. Moreover, the proposed scheme also didn’t need to store any user’s information on the cloud servers,
thereby reducing the storage and management costs of the cloud servers. The security analysis and the performance anal-
ysis show that the proposed scheme is able to resist multiple attacks, which is secure and efficient.
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